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Accessing the Integrated Robot Control Software

08. August 2022, support@cpr-robots.com

This document describes how to gain direct access to the integrated robot control software TinyCtrl that
runs on the computer embedded in the robot. Direct access may be required for maintenance or update
purposes. More specifically this document describes how to

e Modify parameters of the integrated robot control via SFTP (section 1 and 2)
e Start the TinyCtrl executable via command line to observe log messages directly during operation.

The Windows software CPRog/iRC and the Linux equivalent TinyCtrl make use of
config files. If a config file of CPRog/iRC or TinyCtrl is changed the same changes

need to be made on the other system. Otherwise unexpected behavior or collisions
may occur.

1. SFTP-Access Via FileZilla

SFTP is the SSH file transfer protocol. Via SFTP data can be transferred between the Linux embedded
computer and the Windows PC. FileZilla is a free SFTP-program.

1. Download and install the FileZilla Client https://filezilla-project.org

2. Connectto the rObOt: Internet Protocol Version 4 (TCP/IPvd) Properties x

General

CO nn GCt an Et h ern et Ca b I e bEtwee n P C ‘fou can get IP settings assigned automatically if your network supports

. this capability. Otherwise, you need to ask your network administrator
and Linux Board. for the appropriate IP settings.

If your robot got 2 Ethernet ports use O Obtain an P address automatily
use the port next to the USB port.

IP address: 192.188. 3 . 1
PC-Configuration: The IPv4 address of Subnet mask:
the network adapter has to be Defauit gatenay: L]
configured to an address in the range Obtein DNS server address automatically
192.168.3.0-255. Do not use (®) Use the following DNS server addresses:
192.168.3.11. That address is already Breferred DNS server: L]
taken by the linux board. Subnet mask is Alternative DNS server: L ]

255.255.255.0

[validate settings upon exit Advanced...

Use IP-address 192.168.3.1, for example. Cancel
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Start FileZilla and enter the following

connection details.:

e Host: 192.168.3.11

e Username and password:
o User and password ,robot“
o User ,root”, no password

e Port: 22

Click Quickconnect

An SFTP connection to the embedded
computer should now be established.

o The left side of FileZilla shows the
local directory structure of the PC.

e The right side shows the directory
structure of the embedded
computer.

e The embedded equivalent to the
CPRog/iRC software is called
TinyCtrl. It is located on the in the
directory /home/robot/TinyCtrl or
/home/root/TinyCtrl.

e The directory structure inside the
TinyCtrl folder resembles the
directory structure of CPRog/iRC.
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[ Filezilla

File Edit View Transfer Sever Bookmarks Help Newversion available!

TTRIokRO L IFaos

Host: [ 192.1633.11

| sername: | root

| Passwors: |

[E sftp://r00t@192.168.3.11 - FileZilla

File Edit View Transfer Sever Bookmarks Help New version available!

#-EEEoRO XL Faes

Host: | sftp://192.1883.11 | Usermame: | root | passwora: | | Eun::l Quickconnect | =
Status: Connecting to 192.1683.11...
Status: Connected to 192.168.3.11
Status: Retrieving directory listing.
Status: Listing directory /home/roct
Status: Directory lsting of */home/root” successful
Localsite: |\ [ Remote site: | /home/root -
Program Files ~[em7
Program Files (:26) 5] home
ProgramData root
Programme v
Filename Filesize Filetype Filename Flesize Filetype  Lastmodfied  Permissions Owner/Gro
45 C: (Windows) File folder
TinyCtrl Fiefolder  12/08/2018 THivr drowars  root roct
] bash_history 1552 BASH_HIS.. 12/09/2018 Thuw -twe-oonv oot root
] logMessages01 b¢ 833 TedDocu. 05097201819, -~ roctrest
< >
1 directory 2 files and 1 directory. Total size: 2,385 bytes
Server/Local file Direction Remote file Size Prioity  Status
Queued files | Failed transfers | Successful bransfers
DO Queue empty ee

Please note that some files may be protected and need admin (“root”) permissions. These files can only be
edited manually via SSH and a command line text editor or uploading files to the /home/robot/ directory
and moving them via SSH. See section 5 on how to connect via SSH.

Important: Change these files only if you know what you are doing, these changes can damage the
operating system and may require a factory reset or replacement of the embedded computer. If you know

someone with Linux skills ask them for help.
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2. Modify parameters via SFTP

[A sftpi/froot@192.168.3.11 - FileZilla - o X
View Transfer Sever Bookmarks Help New version available!

BETRIORO L Taes

1. To edit a file, e.g. the robot configuration
file, navigate into the folder that s

. . Host: | s#tp://192.168.3.11 | Username: [ root | Password: | | eor Quickconnect || *
contains that file. Then drag and drop G Dot S
Status Connecting to 192.168.3.11..
H H H Status: Connected to 192.168.3.11
the file from the left window into the e oana dvecen g o homeloet Ty DstaRoborsiou 00"
Status: Listing directory /home/ oot/ TinyCirl/Data/Robots/igus_SDOF_SV
H H H H Stat Directory listing of “/home/root/TinyCtr/Data/Robatsigus_SDOF_SV" ful
desired folder in rlght window (from the atus: irectory listing of /home/ oot/ TinyCtrl/Data/Robots/igus successful 5
Local site: | Ci\Temp\ ~ [ Remote site: [ 7home/root/TinyCtri/Data/Robots/igus_SDOF_SV v
embedded computer to the local Pregam s G2 O R 5
ProgramData S | TinyCl
. w. | Programme & | Dats
Windows PC). Recoery £ g
System Volume Information .17 Programs
Temp Projects
Users Robots
F s |2 igus 4DOF_SV
S Windows il igus_SDOESV
Windows.old 1.7 igus_SDOF_SV_AE
Windows10Upgrade L.[7] Tools
v v
Filename Filesize  Filetype Filename Filesize  Filetype Last modified  Permissions  Qwner/Gro
<: [ iqus_SDOF SV 3615 XMLDocu.. 05/08/201813:.. -rw-r--r-- root root
Drag&Drop
< >
Empty directory. Selected 1 file. Total size: 3,615 bytes
ServerfLocal file Direction  Remote file Size Priofity  Status

Queued files Failed transfers | Successful transfers (2)

D@ Queve empty e
2. The file can now be edited using a standard text editor, such as the Windows Notepad
(Notepad++ is a significantly better editor https://notepad-plus-plus.org/).
& stip//r00t@192.168.3.11 - FileZilla - o X

3. Once all changes to the local file have =

Edit View Transfer Server Bookmarks Help New version available!

been saved, it can be copied via dra 2 BEEor0xv|rae s
4 p g Host: [ sftp://192.1683.11 | Ysername: | root | passuwore: | port:[21 | [ Quickeonnect |+

and drop into the destination folder on == veemmionms >

Status: Connecting to 192.168.3.11..
the embedded Computer status: Connected 1o 192.168.3.11
. Status: Starting upload of C:\Temphigus_SDOF_ SVl
Status: File transfer successful, transferred 3,616 bytes in 1 second v
Local site: | C:\Termp\ | Remate site: | fhome/root/TinyCtrl/Data/Robots/igus_SDOF SV .
Program Files (:26) ~ B | root ~
ProgramData & | TinyCtr
Programme & | Dats
- Recovery 7| Plugins
System Volume Information 2| Programs
Temp | Projects
Users - | Robots
usr 2| igus 4DOF SV
Windows igus_SDOF SV
Windows.old 3| igus_SDOF_SV_AE
Windows10Upgrade | Tools
v v
Filename Filesize  Filetype Filename Filesize Filetype Last modified  Permissions  Owner/Gro
[Bfigus 5D0F svomi 3,615 XML Docrm-rt Iu;ﬁSDOES‘/.xml 3615 XML Docu... 05/09/2018 13:...  -rw-r--r-- root root

< >

Selected 1 file. Total size: 3,615 bytes Selected 1 file. Total size: 3,615 bytes

Server/Local file Direction  Remote file Size Priority  Status

Queued files | Failed transfers | Successful transfers (4)

You should be presented with a dialog P
box, if a file with the same name exists. Target fle already ists %

Choose “Overwrite” to overwrite the Pease oo am st Acton:
@iDverwrite

. Source file:
file on the embedded computer and oo 500 SV o e
verwrite if different size

H . 3616 bytes
click ok. I_-| 13!09/21:18 - () Qverwrite if different size or source newer

() Resume
Target file: () Rename
/home/root/TinyCtrl/Data/Robots/igus_SDOF_SV/igus SDOF_SV.xml O skip
3,615 bytes
If the file can not be written read the 0570872018 133138 ML s
[JApply te current queue only
note in section 1. [apply onlyto uploads

0K Cancel

4. To activate the changes, restart the robot.
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3. Terminal Access via PuTTY

You can access the command line of the embedded control computer via an SSH client like PUTTY. This can

be used to watch log messages for debugging or to change configuration files.

1.

2.

Linux skills are needed.

replacement of the embedded control computer.

First download Putty.exe
Connect to the robot via Ethernet:

Connect an Ethernet cable between PC
and Linux Board.

If your robot got 2 Ethernet ports use
use the port next to the USB port.

PC-Configuration: The IPv4 of the
network adapter has to be configurred
to an address in the range 192.168.3.0-
255. Do not use 192.168.3.11. That
address is already taken by the linux
board. Subnet mask is 255.255.255.0

Use IP-address 192.168.3.1, for
example.

Start Putty.exe and enter the following
address:

e |P address: 192.168.3.11

e Port: 22

e Connection Type: SSH

Click “Open”.

© Commonplace Robotics GmbH

https://putty.org/

Only enter commands or do changes if you know what they are doing. Mistakes in
configuration files can cause the robot control software to stop working correctly or
the entire system may refuse to start. The latter case requires a factory reset or

Internet Protocel Version 4 (TCP/IPv4) Properties ®
General
‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.
(O) Obtain an IP address automatically
IP address: 192,168 . 3 . 1
Subnet mask: 255,255,255, 0
Obtain DNS server address automatically
(®) Usg the following DNS server addresses:
Preferred DNS server: I:l
Alternative DNS server: I:I
[Jvalidate settings upon exit Advanced...
Cancel
&R PUTTY Configuration ? X
Category
=) Session Basic options for your PuTTY session
T Loglgmg Specify the destination you want to connect to
= erminal
Keyboard Host Name (or IP address) Port
Bel [192.1683.11] |[22 \
Features Connection type:
- Window ORaw  OTeinet ORlogn @SSH O Seqal
?;:earance Load, save or delete a stored session
aviour
Translation Saved Sessions
Selection |
- Colours Default Settings Load
-J- Connection =
Data Saye
- Proxy
Telnet Delete
Rlogin
- SSH
Serial Close window on exit:
OAways  OMNever (@) Only on clean exit
Box ][ o ==
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4. A window appears. Type the user name @ 192.168.3.11 - PUTTY
“robot” and hit enter. Then enter the
password “robot”. If this does not work
close the window and open a new
connection, then type the user name
“root”. No password should be required.

5. Once logged in, you are in the directory £P 162163311 - PuTTY - o X
/home/robot or /home/root -
e The embedded equivalent of the
CPRog/iRC software is called
TinyCtrl. It is located here:
/home/robot/TinyCtrl or
/home/root/TinyCtrl

e The directory structure within the
TinyCtrl folder resembles the
directory Structure of the CPRog/iRC
folder on your PC.

6. To edit e.g. a robot configuration file use vi or nano
e vi /home/root/TinyCtrl/Data/Robots/igus 5DOF_SV/igus 5DOF SV.xml
opens the configuration file of the 5-axis DCi robot.
e A good summary of the commands available in vi can be found here:
https://www.cs.colostate.edu/helpdocs/vi.html

7. After the configuration file has been edited and saved, the robot has to be restarted. One way to
restart is to switch the robot off and on.

8. To monitor live log messages on the
screen, re-establish the connection to
the embedded control computer (steps
1-4).

e Enter
killall TinyCtrl

e Navigate into the TinyCtrl directory:
cd TinyCtrl

e Start TinyCtrl:
./TinyCtrl

9. The TinyCtrl process can be stopped via Ctrl+C
10. After a restart of the robot, the TinyCtrl software will start automatically as usual.
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